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LAW AND THE REGULATORY AUTHORITY

Legislative framework
Summarise the legislative framework for the protection of personal 
information ?PIW( Does your )urisdiction have a dedicated data protection 
law, Is the data protection law in your )urisdiction based on any 
international instruments or laws of other )urisdictions on privacy or data 
protection,

The main legislation in Indonesia concerning the protection of personal information (PI) is 
Law No. 27 of 2022 regarding Personal Data Protection (17 October 2022), as amended by 
Law No. 1 of 2026 regarding Criminal Adjustment (2 January 2026) and supplemented by 
Constitutional Court Decision No. 151/PUU-XXII/2024 regarding Examination of Law No. 27 
of 2022 (16 July 2025) (PDP Law). The PDP Law recognises standard international concepts, 
including personal information (PI), personal data controller, personal data processor, 
speci:c personal data, personal data protection o•cers and automatic processing.

Other than the PDP Law, there are provisions regarding the protection of PI that are spread 
across various laws and regulations, namely8

9 Law No. 11 of 200; regarding Electronic Information and Transactions (21 April 200;), 
as amended by Law No. 1S of 2016 (25 November 2016) and partially amended by 
Law No. 1 of 2026 regarding Criminal Adjustment (2 January 2026) (the Electronic 
Information Law)3

9 Government Regulation No. 71 of 201S regarding the Provision of Electronic Hystems 
and Transactions (4 October 201S) (GR 71/201S)3

9 Minister of Communication and Informatics (MOCI) Regulation No. 20 of 2016 
regarding the Protection of Personal Data in Electronic Hystems (1 December 2016) 
(MOCI Regulation 20/2016)3

9 MOCI Regulation No. 5 of 2020 regarding Private Electronic Hystem Providers (24 
November 2020),  as amended by Law No.  10 of  2021 (21 May 2021) (MOCI 
Regulation 5/2020)3 and

9 Law No. 1 of 202F regarding the Criminal Code (2 January 2026), as amended by Law 
No. 1 of 2026 (2 January 2026) (Criminal Code).

The above laws and regulations (including the PDP Law) are hereinafter collectively referred 
to as the PDP Regulations.

In addition to the PDP Regulations, the protection of personal data is included in several 
sector-speci:c laws and regulations, though most of these laws and regulations only 
address data protection brieKy. These are8

9 Law No. 17 of 202F regarding ’ealth (; August 202F), as partially amended by Law 
No. 1 of 2026 (2 January 2026), which stipulates that, in principle, every person 
is entitled to the con:dentiality of their personal health information that has been 
provided to or collected by healthcare providers (the ’ealth Law)3

9 Bank Indonesia Regulation No. F of 202F regarding Bank Indonesia Consumer 
Protection (27 June 202F)3
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9 Vinancial Hervices Authority (OJq) Regulation No. 22 of 202F regarding Consumer 
and Community Protection in the Vinancial Hervices Hector (22 December 202F) 
as partially amended by OJq Regulation No. FS of 2025 regarding Procedures for 
Collecting Administrative Hanctions in the form of Vines in the Vinancial Hervices 
Hector (22 December 2025) (OJq Regulation 22/202F)3

9 Vinancial Hervices Authority (OJq) Circular Letter No. 14/HEOJq07/2014 of 2014 
regarding Con:dentiality and Hecurity of the Personal  Data or Information of 
Consumers, which provides that personal data consisting of name, address, date 
of birth date or age, phone number, and the subject's biological mother's name, can 
only be shared with a third party with the consent of the personal data owner or as 
obligated by laws and regulations3 and

9 Law No. F6 of 1SSS regarding Telecommunications (; Heptember 1SSS), as amended 
by Government Regulation in Lieu of Law No. 2 of 2022 regarding Job Creation 
(F0 December 2022)  and partially  amended by Law No.  1 of  2026 regarding 
Criminal Adjustment (2 January 2026), which prohibits the tapping of information 
transmitted through telecommunications networks. Telecommunications service 
operators must maintain the con:dentiality of any information transmitted or 
received by a telecommunications subscriber through a telecommunications network 
or telecommunications service provided by the respective operator.

The PDP Law stipulates that the implementing regulations must be issued by 17 October 
2024, but no implementing regulations have been issued to date.

Law stated - 30 April 2026

Data protection authority
qhich authority is responsible for overseeing the data protection law, 
qhat is the extent of its investigative powers,

To date, no speci:c data protection authority oversees data protection in Indonesia. ’owever, 
the PDP Law puts forward the role of the Government of Indonesia in actualising the 
implementation of personal data protection. The PDP Law calls for the creation of a Personal 
Data Protection Institution as the body responsible for implementing the PDP Law. The 
institution would have the authority to investigate complaints, reports and alleged violations 
of personal data protection. At the time of writing, the institution has not been established 
and provisions regarding its formation are to be contained in a presidential regulation that is 
yet to be issued.

Law stated - 30 April 2026

Cooperation with other data protection authorities
Are there legal obligations on the data protection authority to cooperate 
with other data protection authorities‘ or is there a mechanism to resolve 
different approaches,
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The PDP Law allows the Government of Indonesia to cooperate with other data protection 
authorities, such as governmental agencies from different countries or international 
organisations, with regard to personal data protection. ’owever, there is no legal obligation 
for the data protection authority to cooperate with any party, nor is there a mechanism for 
such cooperation outlined in the PDP Law.

Law stated - 30 April 2026

Breaches of data protection law
Can breaches of data protection law lead to administrative sanctions or 
orders‘ or criminal penalties, How would such breaches be handled,

In accordance with the PDP Law, a breach of data protection law may be subject to 
administrative sanctions and criminal penalties. Under article 57(2) of the PDP Law, some 
breaches of data protection are subject to the imposition of administrative sanctions in the 
form of8

9 a written warning3

9 temporary suspension of personal data processing activities3

9 deletion or destruction of personal data3 and

9 administrative :nes.

Criminal penalties may also apply as follows8

9 imprisonment for :ve years or a maximum :ne of Category IW (or both) for any 
person who intentionally and unlawfully obtains or collects personal data that does 
not belong to them to bene:t themself or another person and which may result in 
losses for the personal data subject3

9 imprisonment for four years or a maximum :ne of Category IW (or both) for any 
person who intentionally and unlawfully discloses personal data that does not belong 
to them3

9 imprisonment for :ve years or a maximum :ne of Category IW (or both) for any person 
who intentionally and unlawfully uses personal data that does not belong to them3 and

9 imprisonment for six years or a maximum :ne of Category W (or both) for intentionally 
creating false personal data or falsifying personal data to bene:t themself or another 
person and which may result in a loss for another person.

The PDP Law also speci:es the types of penalty that may be imposed on corporations 
that conduct criminal acts related to data protection law. In such cases, the penalty can 
be imposed on one or more of the management, controller, instruction provider, bene:cial 
owner and the company itself in the form of a criminal :ne up to a maximum of 10 times the 
maximum penalty imposed. The company may also face additional penalties, including the 
con:scation of pro:ts and assets obtained from criminal acts, suspension of all or part of 
the company's business, permanent prohibition from performing certain actions, closing all 
or part of the company's place of business or activities, payment of indemni:cation, licence 
revocation and dissolution of the company.
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Law stated - 30 April 2026

Judicial review of data protection authority orders
Can PI owners appeal to the courts against orders of the data protection 
authority,

The PDP Regulations do not provide any express rules for appeals to the courts against 
orders of the data protection authority. ’owever, PI owners have the right to :le a lawsuit 
or claim damages if their rights related to PI under the relevant laws and regulations are 
infringed upon under the PDP Regulations. Personal data protection lawsuits or claims may 
also be settled through arbitration or other alternative dispute resolution institutions.

Law stated - 30 April 2026

SCOPE

Covered uses of PI
Is all processing or use of PI covered, Is a distinction made between those 
who control or own PI and those who provide PI processing services to 
owners, Do owners.‘ controllers. and processors. duties differ,

Under Law No. 27 of 2022 on Personal Data Protection (PDP Law), all forms of processing or 
use of PI are comprehensively regulated. The scope of personal data processing, as de:ned 
by the PDP Law, includes the ac‘uisition and collection, processing and analysis, storage, 
correction and updating, display, announcement, transfer, dissemination, disclosure, as well 
as deletion or destruction of personal data.

The PDP Law makes a clear distinction between personal data controllers and personal 
data processors and assigns different roles and responsibilities to each. A personal data 
controller is de:ned as any individual, public agency, or international organisation that, alone 
or jointly, determines the purposes of and exercises control over the processing of personal 
data. A personal data processor refers to any party that processes personal data on behalf 
of the controller without determining the purposes of the processing.

Additionally, the PDP Law recognises the position of the personal data subject, commonly 
referred to as the data owner, which is the individual to whom the personal data pertains. 
The law expressly acknowledges that each of these roles, such as data subject, controller, 
and processor, bears distinct duties and rights.

Personal data controllers are primarily responsible for ensuring that there is a lawful basis 
for processing activities and for ful:lling the obligations related to data subject rights, data 
security, breach noti:cation, and compliance. Personal data processors are re‘uired to 
process personal data only in accordance with the instructions of the controller and are held 
accountable for maintaining data security and con:dentiality.

Thus, by virtue of these de:nitions, each role has different duties and rights in regard to 
personal data processing.

Law stated - 30 April 2026
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Exempt sectors and institutions
Does the data protection law cover all sectors and types of organisation‘ 
or are some sectors or institutions outside its scope,

The Personal Data Protection Regulations (PDP Regulations) are rather broad, stipulating 
that the regulations apply to any person, public agency or international organisation that 
carries out a legal action contemplated under the PDP Regulations, whether located within 
or outside Indonesia . The regulations also apply where such actions have legal effects within 
Indonesia or on Indonesian personal data subjects located outside Indonesia.

Law stated - 30 April 2026

Interception of communications and surveillance laws
Does the data protection law cover interception of communications‘ 
electronic marketing or monitoring and surveillance of individuals,

Interception of communication is generally governed by the Electronic Information Law, 
which stipulates that any unlawful interception or wiretapping of electronic transmission 
shall be subject to criminal sanction in the form of a maximum :ne of ;00 million rupiahs 
and/or up to 10 years' imprisonment. ’owever, exemptions apply to lawful interception or 
wiretapping of a transmission in the framework of law enforcement, such as in a corruption 
investigation.

Vurther, electronic marketing or monitoring and surveillance of individuals, if conducted 
using electronic means, must comply with personal data protection principles and relevant 
rules under the PDP Regulations.

Law stated - 30 April 2026

Other laws
Are there any further laws or regulations that provide speciRc data 
protection rules for related areas,

In addition to the Personal Data Protection Law (PDP Law), there are several sector-speci:c 
laws and regulations that provide speci:c data protection rules for related areas. These 
legal instruments are tailored to the uni‘ue characteristics and risks of each sector and 
complement the general provisions of the PDP Law.

In the health sector, Law No. 17 of 202F regarding ’ealth expressly recognises the rights 
of individuals to the con:dentiality of their personal health information. This is further 
elaborated by Ministry of ’ealth Regulation No. 24 of 2022 regarding Medical Records, which 
provides speci:c provisions for the management of both physical and electronic medical 
records. It re‘uires healthcare providers to ensure secure storage, limited access, and proper 
handling of patient information.

In the :nancial and banking sector, Law No. 10 of 1SS; regarding Banking (as amended) 
prohibits :nancial institutions from disclosing customer information without prior written 
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consent, except where disclosure is legally mandated. This is supported by Vinancial Hervice 
Authority (OJq) Regulation No. 22 of 202F regarding Consumer and Public Protection in 
the Vinancial Hervices Hector. These regulations oblige :nancial service providers to protect 
consumer data and explicitly obtain consent before using or sharing such data.

In  the  telecommunications  and  electronic  systems  sector,  Law  No.  F6  of  1SSS 
regarding Telecommunications re‘uires service providers to maintain the con:dentiality 
of telecommunications data and user communications. This is complemented by the 
Electronic Information Law, as amended most recently by Law No. 1 of 2026 regarding 
Criminal Adjustment, which re‘uires electronic system operators to ensure the protection 
of personal data processed or stored electronically. This obligation is reinforced through 
Government Regulation No. 71 of 201S, which lays down speci:c rules for electronic 
system operators, including re‘uirements for user consent, secure processing, data breach 
noti:cations, and accountability mechanisms.

In the employment sector, the Ministry of Manpower Regulation No. 6 of 2020 provides 
speci:c guidelines for the collection, processing, and storage of employee personal 
data within the employment relationship. Employers are re‘uired to obtain consent from 
employees and ensure that personal data is used lawfully and securely.

Lastly, in the education sector, while Law No. 20 of 200F regarding the National Education 
Hystem, as amended most recently by Law No. 1 of 2026 regarding Criminal Adjustment, 
does not explicitly regulate data protection, it implicitly obliges educational institutions to 
protect the con:dentiality of student and academic data, especially in relation to academic 
records and assessments.

Law stated - 30 April 2026

PI formats
qhat categories and types of PI are covered by the law,

Pursuant to Law No. 27 of 2022 regarding Personal Data Protection (PDP Law), personal data 
is understood as all data concerning a person, whether identi:ed or who may be identi:ed 
independently or when combined with other information, either directly or indirectly, through 
an electronic or non-electronic system. The PDP Law recognises two types of personal data, 
namely general personal data and speci:c personal data, which is personal data that, if 
processed, may have a greater impact on the personal data subject, including discrimination 
and enhanced losses.

Hpeci:c personal data consists of data regarding8

9 health3

9 biometric data3

9 genetic data3

9 criminal record3

9 children's data3

9 personal :nancial data3 and

9 any other data as may be applicable.
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General personal data includes a person's full name, gender, nationality, religion, marital 
status and personal data that may be combined to identify a person.

In addition, the Electronic Information Law de:nes personal data as certain personal data 
that is stored or cultivated, with its accuracy maintained and con:dentiality protected. GR 
71/201S further de:nes personal data as any data relating to an identi:ed or identi:able 
person, whether on its own or when combined with other information, directly or indirectly, 
through electronic and non-electronic systems.

Law stated - 30 April 2026

Extraterritoriality
Is the reach of the law limited to PI owners and processors physically 
established or operating in your )urisdiction‘ or does the law have 
extraterritorial effect,

The PDP Law provides that it is extraterritorial in scope and extends beyond Indonesia's 
borders if individuals or entities residing outside of Indonesia engage in actions that have 
legal implications within IndonesiaKs jurisdiction or affect Indonesian personal data subjects 
located outside of Indonesia. Nevertheless, we are unaware of any instances where the 
Indonesian government has enforced or sought to enforce the PDP Regulations on entities 
operating beyond the borders of Indonesia.

Law stated - 30 April 2026

LEGITIMATE PROCESSING OF PI

Legitimate processing – grounds
Does the law re7uire that the processing of PI be legitimised on speciRc 
grounds‘ for example to meet the owner.s legal obligations or if the 
individual has provided consent,

Law No. 27 of 2022 on Personal Data Protection (PDP Law) re‘uires a personal data 
controller to have a legal basis for carrying out personal data processing, which includes8

9 a valid and explicit consent from the personal data subject for one or more speci:c 
purposes conveyed by the personal data controller to the personal data subject3

9 ful:lment of contractual obligations to which the personal data subject is a party, or to 
ful:l the re‘uest of the personal data subject at the time of entering into an agreement3

9 ful:lment of the legal obligations of the personal data controller in accordance with 
the provisions of laws and regulations3

9 ful:lment of the protection of the vital interests of the personal data subject3

9 the implementation of tasks in the context of the public interest, public services or 
the implementation of the authority of the personal data controller by the laws and 
regulations3 and

9
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ful:lment of other legitimate interests by taking into account the objectives, needs 
and balance of the interests of the personal data controller and the rights of the 
personal data subject.

Lhile the Personal Data Protection Regulations (PDP Regulations) mandate obtaining 
consent for any processing of personal data, the PDP Regulations do not provide further 
guidance on how this consent is to be given.

GR 71/201S stipulates other lawful bases, other than consent, for processing personal data, 
as follows8

9 processing an individual's personal data to satisfy the obligations of a contract or to 
ful:l the re‘uest of such personal data owner3

9 the ful:lment of the legal obligation of the personal data controller in line with the 
applicable laws and regulations3

9 guarding the vital interest of the personal data owner3

9 performing the legal obligations of the personal data controller3

9 performing the obligations of the personal data controller in the interest of the public3 
and

9 satisfying another valid interest of the personal data controller or the personal data 
owner.

Vurther, under GR 71/201S, consent can only be considered lawful if it ful:ls the following 
conditions8

9 it is explicitly given, apparent and not hidden3

9 it is not based on fault, negligence or duress3

9 it is for one or more speci:c purposes3 and

9 it is for the informed purposes.

Law stated - 30 April 2026

Legitimate processing – types of PI
Does the law impose more stringent rules for processing speciRc 
categories and types of PI,

Indonesia recognises that all information is personal data and shall receive the same 
processing and protection. Due to the sensitive nature of speci:c personal data, processing 
such data is considered personal data processing with a high potential risk. Personal data 
controllers are re‘uired to have a valid basis to process personal data. One such basis is 
obtaining valid and explicit consent from the personal data subject, which must be provided 
in a written and recorded form. Huch consent must be clearly distinguishable from other 
purposes, made in an understandable and accessible format, and conveyed using simple 
and clear language.

More stringent rules may apply in speci:c cases or circumstances,  for  example,  in 
the :nancial services sector. Under OJq Circular Letter No. 14/HEOJq07/2014 on the 
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Con:dentiality and Hecurity of the Personal Data or Information of Consumers, personal 
data consisting of name, address, birth date or age, phone number or the subject's biological 
mother's name can only be shared with a third party with the consent of the personal data 
owner or as obligated by laws and regulations.

Law stated - 30 April 2026

DATA HANDLING RESPONSIBILITIES OF OWNERS OF PI

Transparency
Does the law re7uire owners of PI to provide information to individuals 
about how they process PI, qhat must the notice contain and when must 
it be provided,

The Personal Data Protection Law (PDP Law) re‘uires personal data controllers, including 
electronic system providers (EHPs), to inform individuals referred to as personal data 
subjects about how their personal data is being processed. This obligation is rooted in the 
principle of transparency, as recognised under the Personal Data Protection Regulations 
(PDP Regulations).  Transparency in this context means that personal data must be 
processed in a manner that ensures the data subject is fully informed about what personal 
data is being processed, how it is being used, and for what purposes.

Vurthermore, all information and communications related to the processing of personal 
data must be presented in a way that is easily accessible, clear, and understandable, using 
straightforward language. This ensures that data subjects can meaningfully understand and 
exercise their rights under the law.

Vor instance, where an electronic system provider serves as a data controller, it is re‘uired to 
inform data subjects of any personal data breach within 14 days of discovering the breach.

Law stated - 30 April 2026

Exemptions from transparency obligations
qhen is notice not re7uired,

One of the personal data protection principles stipulated under the PDP Law is that personal 
data processing shall be carried out by notifying the personal data subject of the purposes 
of the data processing and activities, as well as in cases of personal data protection failures.

’owever, the PDP Law does not regulate situations where such notice is not re‘uired. In 
practice, a personal data controller or processor must notify the personal data subject that 
their personal data is being processed. By nature, such noti:cations may be considered to 
have already been given when a personal data controller obtains a valid basis to conduct the 
personal data processing.

Vor instance, a personal data controller who obtained consent from a personal data subject 
would reasonably be considered to have noti:ed the personal data subject of the personal 
data processing. Huch consent will reKect the personal data subject's awareness that their 
personal data is being processed.
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Law stated - 30 April 2026

Data accuracy
Does the law impose standards in relation to the 7uality‘ currency and 
accuracy of PI,

The PDP Law provides a re‘uirement for personal data controllers to ensure the ‘uality, 
currency, and accuracy of personal data. To ensure this, they are re‘uired to conduct 
veri:cation. Lhen a personal data controller receives any re‘uest to update or correct 
personal data, they are obliged to update or rectify any mistakes or inaccuracies no later than 
72 hours after receipt of the re‘uest. In light of this, a personal data controller is obligated 
to maintain the accuracy of personal information (PI) from collection to its deletion.

Law stated - 30 April 2026

Data minimisation and purpose limitation
Does the law restrict the types or volume of PI that may be collected,

The PDP Law does not provide any speci:c restriction on the type or volume of PI that 
may be collected. ’owever, the general rule is that the PI collected must be relevant and in 
accordance with the purpose of the collection and must be implemented accurately. Huch 
collection shall be carried out in a limited and speci:c (ie, the collection shall be limited 
to the intended purpose determined during the time of the collection), legal and valid (ie, 
carried out in a lawful manner), and transparent (ie, personal data subjects are aware of the 
processing of their personal data and personal data processing related communication is 
easily accessed and understood) manner.

Law stated - 30 April 2026

Data retention
Does the law restrict the amount of PI that may be held or the length of 
time for which PI may be held,

The PDP Law does not specify the retention period to which personal data controllers must 
adhere. ’owever, the law does stipulate that personal data shall be destroyed or deleted 
after the expiry of the retention period or at the re‘uest of the personal data subject unless 
otherwise stipulated by laws and regulations.

Vurther, any data stored within an electronic system may be destroyed only after8

9 the lapse of the regulatory data retention period under MOCI Regulation 20/2016 or 
any other regulation issued by the relevant authority3 or

9 upon the re‘uest of the data subject, unless otherwise governed by laws and 
regulations.
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In addition, MOCI Regulation 20/2016 provides that EHPs must retain personal data for a 
minimum of :ve years unless stipulated otherwise by sectoral regulations. Data may be 
retained beyond the :ve-year period if it is to be used following its initial purpose.

Consent is also re‘uired for the deletion of data, which is considered part of data processing. 
In practice, the form of consent that data subjects are re‘uired to provide to an EHP is worded 
as broadly as possible to cover all types of data processing.

Law stated - 30 April 2026

SECURITY

Security obligations
qhat security obligations are imposed on PI owners and service providers 
that process PI on their behalf,

Principally, personal data controllers are re‘uired to keep all personal data secure. According 
to Law No. 27 of 2022 on Personal Data Protection (PDP Law), the personal data controller 
shall protect and ensure the security of the processed personal data by8

9 preparing and implementing operational technical steps to protect personal data from 
interference from the personal data processing that is contrary to the applicable laws3 
and

9 determining the level of security of personal data by considering the nature and risks 
of personal data that must be protected in the processing of personal data.

The personal data controller is re‘uired to maintain the con:dentiality of personal data 
during personal data processing and to supervise each party that is involved. A personal data 
controller is also re‘uired to protect personal data from unlawful processing and mitigate any 
unauthorised access to personal data, which may be done by an electronic security system 
that is reliable and secure.

GR 71/201S a•rms this obligation and further provides that electronic service providers 
(EHPs) must have security procedures and infrastructure in place to prevent disruptions, 
failures and damage within electronic systems. GR 71/201S does not go into further detail 
as to the minimum measures re‘uired for such security procedures and infrastructure, and 
to date, this has not been regulated.

Law stated - 30 April 2026

Noti’cation of data breach
Does the law include ?general or sector’speciRcW obligations to notify 
the supervisory authority or individuals of data breaches, If breach 
notiRcation is not re7uired by law‘ is it recommended by the supervisory 
authority,

In the event of a failure of personal data protection, the personal data controller shall 
provide written noti:cation no later than 72 hours after the incident to affected personal data 
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subjects and the Personal Data Protection Institution. The written noti:cation shall at least 
contain the following8

9 the disclosed personal data3

9 when and how the personal data was disclosed3 and

9 the efforts used to handle and recover the disclosed personal data by the personal 
data controller.

If the failure of personal data protection interferes with public services or has a serious 
impact on the public interest, the personal data controller is obliged to notify the public 
about the failure of personal data protection. A Mfailure of personal data protection' under 
the PDP Law is de:ned as a failure to protect a person's personal data in terms of 
con:dentiality, integrity and availability of the personal data, including violations of security, 
whether intentional or unintentional, leading to the destruction, loss, alteration, disclosure or 
unauthorised access to personal data being transferred, stored or processed.

Other regulations recognise a data breach as a situation where an EHP fails to protect 
obtained data and the data is used without the consent of the owner. In this regard, in the 
event of a data breach, EHPs must notify affected data subjects within 14 days after the 
discovery of the breach. In such regard, by nature, an EHP, acting as the controller of data, 
shall notify the individuals of the processing activities.

In addition to the above, under MOCI Regulation 20/2016, an EHP is re‘uired to deliver written 
noti:cation to personal data owners if there is a failure to protect the con:dentiality of their 
personal data within the electronic system managed by the EHP. As regards the written 
noti:cation8

9 it must be accompanied by the reason or the cause for the failure to protect such 
con:dentiality3

9 it may be done electronically if the personal data owner has consented to such 
method of noti:cation during the obtainment and collection of his or her personal 
data3

9 the EHP must ensure the noti:cation is received by the personal data owner if the 
failure of con:dentiality has the potential to cause damage to those involved3 and

9 it must be delivered to the personal data owner at the latest 14 days after the 
knowledge of such failure.

If an EHP does not adhere to the above terms, it may be subject to sanctions under 
MOCI Regulation 20/2016. Vurther, failure to provide timely written noti:cation gives 
affected personal data owners the opportunity to submit a complaint to the Ministry of 
Communication and Digital Affairs (previously known as MOCI), irrespective of whether such 
failure has any potential to cause damages.

Law stated - 30 April 2026

INTERNAL CONTROLS

Accountability
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Are owners or processors of PI re7uired to implement internal controls 
to ensure that they are responsible and accountable for the PI that they 
collect and use‘ and to demonstrate compliance with the law,

Law No. 27 of 2022 on Personal Data Protection (PDP Law) provides that personal data 
controllers and, to a certain extent, processors are re‘uired to implement internal controls to 
ensure responsibility and accountability for the personal data (PI) they collect and process, 
and to demonstrate compliance with the law.

The PDP Law places a clear obligation on personal data controllers to ensure the accuracy, 
completeness, and consistency of personal data in accordance with applicable laws. This 
includes conducting data veri:cation and actively maintaining the integrity of personal 
information. Vurthermore, controllers are re‘uired to respond to re‘uests for data correction 
or updates within 72 hours and must notify the data subject of the results, reKecting a 
proactive compliance obligation. This is a preventive measure against failure to protect 
personal data.

Law stated - 30 April 2026

Data protection oKcer
Is the appointment of a data protection o-cer mandatory, qhat are the 
data protection o-cer.s legal responsibilities, Are there any criteria that 
a person must satisfy to act as a data protection o-cer,

In accordance with the PDP Law, personal data controllers and personal data processors are 
re‘uired to appoint o•cials or o•cers who carry out personal data protection if8

9 personal data processing is carried out for the bene:t of public services3

9 the core activities of the personal data controller fall within the nature, scope or 
objectives that re‘uire regular and systematic supervision of personal data on a large 
scale3 and

9 the core activities of the personal data controller consist of personal data processing 
on a large scale for personal data that is speci:c in nature or personal data related to 
criminal acts.

The o•cers are responsible for8

9 informing and advising the personal data controller or personal data processor to 
comply with provisions in the PDP Law3

9 monitoring and ensuring compliance with the PDP Law and the policies of the 
personal data controller or personal data processor3

9 advising on the impact assessment of personal data protection and monitoring the 
performance of the personal data controller or personal data processor3 and

9 coordinating and acting as a liaison for issues relating to the processing of personal 
data.

An o•cial or o•cer carrying out personal data protection shall be appointed based on 
professionalism, legal knowledge, personal data protection practices and ability to ful:l their 
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duties. They may be appointed from within or from outside the personal data controller or 
personal data processor. Vurther provisions regarding o•cials or o•cers who carry out the 
personal data protection function shall be regulated in government regulation.

Law stated - 30 April 2026

Record-keeping
Are owners or processors of PI re7uired to maintain any internal records 
relating to the PI they hold,

Under the PDP Law, a personal data controller is obligated to record all personal data 
processing activities. The Electronic Information Law re‘uires an electronic service provider 
(EHP) to implement internal guidelines or policies for the collection, processing and transfer 
of personal data and implement an audit record related to the provision of its electronic 
system. GR 71/201S also re‘uires EHPs to record processing activities within their electronic 
systems, including personal data processing.

Law stated - 30 April 2026

Risk assessment
Are owners or processors of PI re7uired to carry out a risk assessment in 
relation to certain uses of PI,

Personal  data  controllers  are  re‘uired  to  carry  out  risk  assessments  in  certain 
circumstances. The PDP Law speci:es instances where the data controller shall carry out 
an impact assessment in personal data processing that poses a high potential risk to the 
personal data subject. ’igh potential risks include8

9 automatic decision-making that has legal conse‘uences or a signi:cant impact on 
the personal data subject3

9 processing of speci:c personal data3

9 processing of large-scale personal data3

9 processing of personal data for the systematic evaluation, scoring or activity 
monitoring of personal data subjects3

9 processing of personal data for the activity of matching or combining a group of data3

9 the use of new technologies in the processing of personal data3 and

9 processing of personal data that limits the exercise of the rights of the personal data 
subject.

There are no provisions on what a risk assessment must cover and this is expected to be 
regulated in government regulation.

Law stated - 30 April 2026
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Design of PI processing systems
Are there any obligations in relation to how PI processing systems must 
be designed,

To the best of our knowledge, there is no obligation in relation to how PI processing systems 
must be designed. ’owever, a personal data controller will be re‘uired to implement certain 
technical and organisational measures when processing personal data, especially with 
regard to its security obligations.

Law stated - 30 April 2026

REGISTRATION AND NOTIFICATION

Registration
Are PI owners or processors of PI re7uired to register with the supervisory 
authority, Are there any exemptions,  qhat are the formalities for 
registration and penalties for failure to do so,

Law No. 27 of 2022 on Personal Data Protection (PDP Law) does not impose the obligation 
on personal data controllers or processors to register with a supervisory authority. ’owever, 
the law does re‘uire them to appoint o•cials or o•cers to carry out personal data protection. 
The failure to appoint an o•cial or o•cer to carry out personal data protection is subject to 
administrative sanctions in the form of a written warning, temporary suspension, deletion or 
destruction of personal data, and administrative :les. Vurthermore, personal information (PI) 
owners or processors of PI are re‘uired to obtain a certi:cate of registration as an electronic 
service provider (EHP). Apart from registration as an EHP, there is presently no other 
obligation for owners or processors of PI to register with the Ministry of Communication 
and Digital Affairs.

Law stated - 30 April 2026

Other transparency duties
Are there any other public transparency duties,

Under the PDP Law, in the event of a failure of certain personal data protection, the personal 
data controller may be obliged to notify the public about such failure, especially if it interferes 
with public services or has a serious impact on the public interest.

Law stated - 30 April 2026

SHARING AND CROSS-BORDER TRANSFERS OF PI

Sharing of PI with processors and service providers
How does the law regulate the sharing of PI with entities that provide 
outsourced processing services,
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To the best of our knowledge, personal data processing may be carried out by two or 
more personal data controllers. In this event, there are minimum re‘uirements that must be 
ful:lled8

9 there is an agreement between the personal data controllers that includes the roles, 
responsibilities and relationships between the personal data controllers3

9 there are interrelated purposes and personal data processing methods that are 
mutually determined3 and

9 there are jointly appointed contact persons.

There is also a general re‘uirement to obtain a legal ground for outsourcing processing 
services, as they constitute an act of processing. In practice, an electronic service provider 
(EHP) may include these outsourced processing activities in the notice or privacy policy (or 
consent re‘uest form, if using consent). Vurther, should the outsourced services involve 
transnational data transfers, certain re‘uirements need to be complied with under MOCI 
Regulation 20/2016 by submitting a report on the cross-border transfer of personal data, 
both before and after conducting the transnational transfer. In practice, this report may be 
submitted annually to the Ministry of Communication and Digital Affairs.

Law stated - 30 April 2026

Restrictions on third-party disclosure
Are there any speciRc restrictions on the sharing of PI with recipients that 
are not processors or service providers,

The Personal Data Protection Law (PDP Law) imposes speci:c restrictions on the sharing 
of personal information (PI) with third parties who are not processors or service providers.

Under the PDP Law, personal data controllers are re‘uired to obtain explicit and informed 
consent from the data subject before disclosing or sharing their personal data with any third 
party that is not acting on behalf of the controller. This means that any transfer of data to 
independent third parties must be justi:ed by a valid legal basis typically the consent of the 
data subject unless the disclosure is re‘uired or permitted by law (eg, for law enforcement 
or regulatory compliance).

Vurthermore, controllers must ensure that such third-party recipients are capable of 
safeguarding the personal data in accordance with the standards established under the PDP 
Law. This includes maintaining data security, ensuring con:dentiality, and using the data only 
for the purposes for which it was shared.

In cases of cross-border data transfers, additional restrictions apply. Data may only be 
transferred to foreign entities if the destination country has e‘uivalent data protection 
standards, appropriate safeguards are in place, or the data subject has expressly consented 
to the transfer.

In summary, personal data cannot be freely shared with unrelated third parties without 
consent or a lawful justi:cation, and controllers remain responsible for ensuring that any 
such sharing complies with the obligations and principles set out in the PDP Law.

Law stated - 30 April 2026

Data Protection & Privacy 2027 Explore on Lexology

https://www.lexology.com/gtdt/workareas/data-protection-and-privacy?utm_source=GTDT&utm_medium=pdf&utm_campaign=Data+Protection+%26+Privacy+2027


RETURN TO CONTENTS

Cross-border transfer
Is the transfer of PI outside the )urisdiction restricted,

The transfer of PI outside the Indonesian jurisdiction is permitted. ’owever, there are 
conditions that must be met. The personal data controller may transfer PI to personal data 
controllers and personal data processors outside the jurisdiction of Indonesia in accordance 
with the provisions stipulated in the PDP Law by ensuring that the country of domicile of 
the PI transfer recipient has a personal data protection level that is e‘ual to or higher than 
that stipulated in the PDP Law. If that cannot be ful:lled, the personal data controller must 
ensure that there is ade‘uate and binding personal data protection or, at the very least, obtain 
the consent of the personal data subject for the transfer. Vurther provisions regarding the 
transfer of personal data shall be stipulated in a government regulation.

Law stated - 30 April 2026

Further transfer
If transfers outside the )urisdiction are sub)ect to restriction or 
authorisation‘ do these apply e7ually to transfers to service providers and 
onwards transfers,

In this regard, a general re‘uirement shall apply e‘ually to transfers to service providers 
and onward transfers (both by the service providers or PI owners). This shall follow relevant 
provisions related to the transfer of PI.

Law stated - 30 April 2026

Localisation
Does the law re7uire PI or a copy of PI to be retained in your )urisdiction‘ 
notwithstanding that it is transferred or accessed from outside the 
)urisdiction,

To the best of our knowledge, the PDP Law does not regulate this matter. ’owever, if the PI 
is contained in an electronic system and electronic data, it is subject to the provisions on 
electronic systems and data protection under GR 71/201S. According to GR 71/201S, for 
public EHPs, the PI should be retained in Indonesia. PI may be retained outside Indonesia 
only if the re‘uired technology or e‘uipment is not available domestically. ’owever, private 
EHPs may retain PI in Indonesia or outside Indonesia. If the PI is retained outside Indonesia, 
the private EHPs must ensure that the relevant ministries and agencies, as well as law 
enforcement, are able to monitor the PI effectively.

Law stated - 30 April 2026

RIGHTS OF INDIVIDUALS

Access
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Do individuals have the right to access their personal information held 
by PI owners, Describe how this right can be exercised as well as any 
limitations to this right(

Under Law No. 27 of 2022 on Personal Data Protection (PDP Law), individuals, as personal 
data subjects, have the right to access their personal information (PI) held by PI owners. 
Other than the right to access, personal data subjects also have several other rights that 
may be excluded for the following purposes8

9 the interest of national defence and security3

9 the interest of the law enforcement process3

9 the public interest in the context of state administration3

9 the interest of supervision of the :nancial services, monetary, payment systems, and 
:nancial system stability sectors carried out in the context of state administration3 or

9 the interest of statistics and scienti:c research.

Law stated - 30 April 2026

Other rights
Do individuals have other substantive rights,

The PDP Law stipulates that personal data subjects have several rights, which include the 
right to8

9 obtain information regarding the clarity of identity, the basis of legal interest, the 
purpose of personal data re‘uest and usage, and accountability of parties re‘uesting 
personal data3

9 complete, update and rectify any mistake or inaccuracy of personal data that relates 
to themselves in accordance with the purpose of personal data processing3

9 obtain access to and a copy of personal data that relates to themselves in accordance 
with the laws and regulations3

9 cease the processing, deletion and destruction of personal data that relates to 
themselves in accordance with the laws and regulations3

9 withdraw the consent for the processing of personal data that relates to themselves 
that has been granted to the personal data controller3

9 object to decision-making actions that are based only on automatic processing, 
including pro:ling, which causes legal conse‘uences or signi:cantly impacts the 
personal data subject3

9 proportionally postpone or limit the processing of personal data in accordance with 
the purpose of the personal data processing3

9 bring a claim and be indemni:ed for violations of the processing of personal data that 
relates to themselves in accordance with the laws and regulations3

9
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obtain and use personal  data that  relates to  themselves from personal  data 
controllers in a form that is in accordance with the structure or formats commonly 
used or readable by electronic systems3 and

9 use and send personal data that relates to themselves to other personal data 
controllers, as long as the systems used can securely communicate with each other 
in accordance with personal data protection principles.

Law stated - 30 April 2026

Compensation
Are individuals entitled to monetary damages or compensation if they are 
affected by breaches of the law, Is actual damage re7uired or is in)ury to 
feelings su-cient,

Article 12 of the PDP Law grants personal data subjects the right to seek compensation for 
both material and immaterial losses resulting from unlawful processing of personal data, 
including data breaches. This means that individuals can seek compensation for actual 
:nancial losses (eg, identity theft or fraud) as well as non-material harm, such as injury to 
feelings, distress, or reputational damage.

’owever, the law does not explicitly re‘uire proof of actual material damage as a condition 
for compensation. Lhile detailed implementing regulations are still pending, the current 
wording of the PDP Law is broad enough to include non-material harm, such as reputational 
damage, distress, or injury to feelings, as grounds for a compensation claim.

Law stated - 30 April 2026

Enforcement
Are these rights exercisable through the )udicial system or enforced by the 
supervisory authority or both,

Under the PDP Law, individuals are entitled to enforce their personal data protection rights 
through both the judicial system and the supervisory authority, namely the Personal Data 
Protection Institution (PDP Institution).

Article 12 of the PDP Law provides that personal data subjects have the right to :le claims for 
compensation if they suffer losses resulting from violations of their data protection rights. 
This allows individuals to pursue civil remedies through the courts, particularly in cases 
involving unlawful data processing or data breaches.

In parallel, articles 5; and 5S establish the framework for the PDP Institution, an independent 
supervisory authority tasked with ensuring compliance with the PDP Law. This authority 
is empowered to receive and investigate complaints, conduct inspections, and impose 
administrative sanctions on data controllers or processors who fail to meet their legal 
obligations.
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In summary, the PDP Law offers a dual enforcement mechanism, enabling individuals to 
assert their rights through both judicial and administrative channels, depending on the nature 
of the violation and the remedy sought.

Law stated - 30 April 2026

EXEMPTIONS, DEROGATIONS AND RESTRICTIONS

Further exemptions and restrictions
Does the law include any derogations‘ exclusions or limitations other than 
those already described,

There are no derogations, exclusions or limitations other than those already described.

Law stated - 30 April 2026

SPECIFIC DATA PROCESSING

Cookies and similar technology
Are there any rules on the use of 8cookies. or e7uivalent technology,

The Personal Data Protection Law does not regulate the use of cookies.

Law stated - 30 April 2026

Electronic communications marketing
Are there any rules on marketing by email‘ fax‘ telephone or other 
electronic channels,

The PDP Regulations do not regulate this matter. ’owever, more stringent rules may apply in 
speci:c cases, such as in the :nancial services sector. Pursuant to OJq Regulation 22/202F, 
a :nancial service provider is prohibited from disclosing customer data or information to 
third parties unless it receives written consent from the customer or is re‘uired to by law. If a 
:nancial service provider obtains the data or personal information (PI) of a person or a group 
of persons from a third party, it is re‘uired to obtain written con:rmation from the third party 
that the person or group of persons has agreed to the disclosure. The above rules commonly 
apply to unsolicited ads or marketing communications by email and telemarketing telephone 
calls or text messages.

Le are not aware of any other rules pertaining to the sending of electronic direct marketing 
materials.

Law stated - 30 April 2026

Targeted advertising
Are there any rules on targeted online advertising,
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There are no express rules on targeted online advertising under Law No. 27 of 2022 on 
Personal Data Protection (PDP Law). ’owever, unless provided otherwise by laws and 
regulations, the use of any information through electronic media that involves the personal 
data of a person must be done with the consent of the person concerned. Any person whose 
rights are infringed may claim for damages under the PDP Law.

Law stated - 30 April 2026

Children<s data
Are there any speciRc rules relating to the use of children.s PI,

The processing of a childKs personal data shall be done by obtaining approval from the 
minorKs parent and/or guardian, in accordance with the provisions of laws and regulations.

Article F7 of MOCI Regulation 20/2016 states that if the data subject is classi:ed as a 
child under the applicable laws and regulations, consent as re‘uired under MOCI Regulation 
20/2016 must be given by the childKs parent or legal guardian. The parent should be the 
father or mother of the child, in accordance with the provisions of laws and regulations. The 
guardian should be the person who has the obligation to take care of the child before the 
child reaches adulthood, in accordance with the provisions of laws and regulations.

Law stated - 30 April 2026

Age veri’cation
Are there any speciRc rules relating to the use of PI for age veriRcation 
purposes online,

The PDP Law does not provide an age of consent in Indonesia.

Based on Law No. 2F of 2002 regarding Child Protection, as amended by Law No. 1 of 2026, 
the age of consent in Indonesia is 1; years old.

Law stated - 30 April 2026

Sensitive personal information
Are there any rules on the processing of 8sensitive. categories of personal 
information,

The PDP Regulations do not expressly recognise Msensitive' categories of PI. ’owever, both 
the PDP Law and MOCI Regulation 5/2020 (as amended) recognise speci:c categories of 
PI, which consist of8

9 data and information regarding health3

9 biometric data3

9 genetic data3

9 criminal record3
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9 children's data3

9 personal :nancial data3 and

9 any other data as may be applicable.

Law stated - 30 April 2026

Pro’ling
Are there any rules regarding the use of PI for individual proRling,

There are no speci:c rules on the act of individual pro:ling. ’owever, the PDP Law does 
classify pro:ling as a decision-making action categorised as personal data processing that 
has high potential risk, which re‘uires the personal data controller to assess the impact of 
this action.

Law stated - 30 April 2026

Automated decision-making
Does the law restrict the use of PI in automated decision making that 
affects individuals without human intervention,

The PDP Law does not prohibit automated decision-making. The process itself is categorised 
as data processing with a high potential  risk,  which makes it  subject  to an impact 
assessment by the personal data controller. ’owever, the PDP Law does not contain any 
provisions on the impact assessment, with this information to be stipulated in a government 
regulation (which, at the time of writing, has not been issued).

The PDP Law limits pro:ling by giving personal data subjects the right to object to 
decision-making actions that are based only on automatic processing, which has legal 
conse‘uences or signi:cantly impacts the personal data subject. Pro:ling, as per the PDP 
Law, points to the activity of identifying a person, including but not limited to work history, 
economic condition, health, personal preferences, interests, reliability, behaviour, location or 
movement of the personal data subject electronically.

Law stated - 30 April 2026

Cloud services
Are there any rules or regulator guidance on the use of cloud computing 
services,

Cloud computing services are loosely regulated under a few PDP Regulations, such as 
the Electronic Information Law and MOCI Regulation 5/2020 (as amended), GR 71/201S, 
as well as Indonesia's main regulation in regard to business licensing (i.e., Government 
Regulation No. 2; of 2025 regarding Implementation of Risk-Based Business Licensing 
(5 June 2025) (GR 5/2025)). According to MOCI Regulation 5/2020, cloud computing is 
de:ned as a model of providing e‘uitable, easy, on-demand network access to a shared set 
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of con:gurable computing resources, including network, servers, storage, applications and 
services that can be provisioned and released ‘uickly and with minimal management power 
or service provision interaction. Cloud computing services are conducted by electronic 
service providers (EHPs), which must be duly licensed with an EHP registration certi:cate 
and the relevant business licence.

Law stated - 30 April 2026

UPDATE AND TRENDS

=ey trends and future developments
Are there any emerging trends or hot topics in data protection in 
your )urisdiction‘ and are there any proposed changes to the current 
legislation,

Vollowing the rati:cation of Law No. 27 of 2022 on Personal Data Protection (PDP Law), 
the Indonesian government must prepare and issue several implementing regulations. This 
includes the creation of further provisions regarding8

9 violations of the processing of personal data and the procedure for indemnity3

9 rights of personal data subjects to use and send personal data3

9 implementation of personal data processing3

9 impact assessment of personal data protection3

9 procedure to deliver a noti:cation of the transfer of personal data to the personal data 
subject by a legal entity that performs a merger, separation, ac‘uisition, consolidation 
or dissolution3

9 the duties and other speci:cations of o•cials or o•cers who carry out the personal 
data protection function3

9 transfer of personal data3

9 procedures for the imposition of administrative sanctions3

9 establishment of an institution to implement personal data protection3 and

9 procedures for implementing the authority of the established institution.

The Indonesian government is currently evaluating potential government institutions that 
can enhance data protection in line with the implementation of the PDP Law. ’owever, at 
the time of writing, no implementing regulation has been issued and enacted.

Law stated - 30 April 2026
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